Kim and Chung previously proposed a password-based user authentication scheme to improve Yoon and Yoo's scheme. However, Kim and Chung's scheme is still vulnerable to an offline password guessing attack, an unlimited online password guessing attack, and server impersonation. We illustrate how their scheme can be compromised and then propose an improved scheme to overcome the weaknesses. Our improvement is based on the Rabin cryptosystem. We verify the correctness of our proposed scheme using the BAN logic.
Introduction
User authentication is an essential security requirement for protecting systems and networks. Servers only allow legitimate users to access the systems via user authentication. Hence, the user authentication affects the system's security strength and performance.
Password-based user authentication schemes have been developed to achieve higher efficiency for user authentication. These schemes provide user convenience because a user only has to remember a password in order to log into a server. Lamport [1] proposed a password-based user authentication scheme that allows a server to authenticate remote users over an insecure channel. In Lamport's scheme, the server maintains a verification table that consists of hashing values of users' passwords in order to authenticate users. If an attacker can alter the verification table, then the attacker has the ability to impersonate a legitimate user. To thwart this attack, Hwang and Li [2] proposed a passwordbased user authentication scheme using smart cards, but did not provide mutual authentication. Chien et al. [3] proposed a new authentication scheme using smart cards in order to solve this problem. Later, Hsu [4] showed that the scheme proposed by Chien et al. is still vulnerable to a parallel session attack. Lee et al. [5] , [6] proposed an improved scheme that eliminated the security flaw of Chien et al.'s scheme. However, Yoon and Yoo [7] found that Lee et al.'s scheme is susceptible to some malicious attacks such as a masquerading server attack. They also enhanced the security of Lee et al.'s scheme. Recently, Kim and Chung [8] discovered that Yoon and Yoo's scheme has security flaws under the following types of attacks: an offline password guessing attack [9] - [12] , a masquerading server attack, a masquerading user attack, and a stolen verifier attack [13] . Then, Kim and Chung proposed an improved scheme to remove the weaknesses that were found. Their scheme also claimed to provide that security against an offline password guessing attack, even if an attacker steals a user's smart card and extracts secrets stored in the smart card.
However, when attempting to verify their claim, we found that Kim and Chung's scheme is unable to avert the offline password guessing attack. Their scheme also fails to defend an unlimited online password guessing attack and server impersonation. In this paper, we describe how the offline password guessing attack, the unlimited online password guessing attack, and the server impersonation can be executed, and then propose an improvement for the elimination of security flaws.
The rest of this paper is organized as follows. In Sect. 2, we review Kim and Chung's scheme. Section 3 shows cryptanalysis of Kim and Chung's scheme. We propose an improved scheme in Sect. 4 . The security analysis of our improved scheme is presented in Sect. 5. In Sect. 6, we discuss several issues important for practical implementation of our scheme. We give a conclusion in Sect. 7.
Review of Kim and Chung's Scheme
The notations used throughout this paper are summarized as shown in Table 1 . 
Registration Phase
In this phase, the user U initially registers with the server S as follows. 1) U => S {ID, PW}: U chooses his ID and PW, and sends them over a secure communication channel to S . 2) Upon receiving ID and PW, S derives
where N is a random number unique to the user U. Then S computes a quantity R = K 1 ⊕h(PW). 3) S stores the secure information K 1 , K 2 , R, and h(·) into U's smart card. 4) S finishes the registration procedure by delivering the completed smart card to U.
Login Phase
In this phase, the user U sends a login request message to the server S whenever U needs to access resources upon S .
1) U inserts his smart card into a smart card reader and then inputs his ID and PW. 2) Using PW, the smart card computes C 1 = R⊕h(PW). If C 1 is not equal to the stored K 1 , then the smart card rejects U's login request. Otherwise, it computes C 1 = K 2 ⊕h(PW⊕h(PW)) and then C 2 = h(C 1 ⊕ T 1 ), where T 1 is the current timestamp.
Verification Phase
In this phase, the server S verifies the authenticity of the login message requested by the user U.
1) Upon receiving the message
checks the validity of ID and the freshness of T 1 . The freshness of T 1 is checked by performing T − T 1 ≤ ΔT , where T is the time that S receives the above message and ΔT is a valid time interval. If ID is not valid or T 1 is not fresh, S aborts the current session. Otherwise, S computes N = C 1 ⊕h(ID ⊕ x) and checks that h(h(ID ⊕ x ⊕ N ) ⊕ T 1 ) is equal to the received C 2 . If not, S terminates the current session. Otherwise, S successfully authenticates U and computes 
Cryptanalysis of Kim and Chung's Scheme
In this section, we describe the security flaws of Kim and Chung's scheme and depict how an offline password guessing attack, an unlimited online password guessing attack, and server impersonation can be executed.
Offline Password Guessing Attack
An offline password guessing attack [9] - [12] means that an attacker attempts to identify a user's password in an offline manner. Specifically, the attacker is allowed to freely guess and verify a password and has an unlimited number of guesses. In general, because users tend to choose simple and weak passwords for their personal convenience [11] , [12] , [14] - [16] , the attacker can easily obtain a user's password via the offline password guessing attack within a reasonable time. Due to the fact that users tend to use the same password in several servers for convenience [9] , [12] , [16] , the attacker can log into the servers as a legitimate user after purloining the user's password. For these reasons, all the password-based user authentication schemes should be designed to prevent the allowance of an offline password guessing attack. Kim and Chung affirmed that their scheme is able to thwart the offline password guessing attack even if an attacker can extract secret values stored in a user's smart card. Unlike their assertion, however, their scheme is still vulnerable to this situation. The scenario of an offline password guessing attack is presented for their scheme. Note that K 1 , K 2 , R, and h(·) stored in U's smart card can be extracted in various ways [17] , [18] after an attacker has stolen the smart card. The attacker performs the following operations after obtaining a legitimate user's smart card somehow.
1) The attacker selects a password candidate PW .
2) The attacker computes R⊕h(PW ).
3) The attacker compares the computed result with K 1 .
If they are equal, PW is the correct password. Otherwise, the attacker repeats the above steps until the correct password is found.
The attacker is able to derive PW in an offline manner using one XOR, one hash function, and one comparison for each password candidate.
Unlimited Online Password Guessing Attack
Here is an online password guessing attack scenario without the limitation of the number of guesses using a security flaw of the password change phase. We call this attack an unlimited online password guessing attack.
An online password guessing attack [9] - [11] means that an attacker tries to use guessed passwords iteratively to pass the verification of the smart card in an online manner. Most of the password-based authentication schemes are insecure against an online password guessing attack. Hence, in these schemes, the possible number of password guesses is limited to mitigate the online password guessing attack; it is difficult for an attacker to find the correct password within the limitation.
In these schemes, if an online server limits the number of password guesses, an online password guessing attack can hardly succeed because of this limitation. In Kim and Chung's scheme, a smart card may limit the number of authentication trials without the help of the server for itself in order to prevent an online password guessing attack. However, if an attacker tampers with the smart card to remove the limitation of the number of authentication trials using some methods [19] - [21] , the smart card cannot defend against the online password guessing attack any more in Kim and Chung's scheme. The attack scenario is as follows.
After an attacker obtains a legitimate user's smart card somehow and removes the limitation of the number of password guesses by tampering with the smart card, the attacker performs the following operations to obtain the user's password without the limitation of the number of guesses.
2) The attacker performs the password change phase with ID and PW . Note that the attacker can easily obtain ID, because ID is sent in plaintext in the login phase. 3) If the smart card requests the attacker to enter a new password, PW is the correct password. Otherwise, the attacker repeats the above steps until the correct password is found. Note that these three steps can be automatically performed by tampering with the smart card.
The attacker is able to derive PW using one XOR, one hash function, and one comparison for each password candidate.
If a password can be changed without the help of the server, an attacker can find the password via an online password guessing attack after stealing the smart card and removing the limitation of the number of guesses. Then, the attacker can replace the password with a new one. Hence, the number of password guesses should be limited by involving the server in the password change phase. If the number of authentication trials with an incorrect password is limited by the server, a password guessing attack can be averted. Hence, the password change phase should be performed through the server. Note that it is possible for an attacker to steal a smart card due to its small size, light weight, and portability. A lost or stolen smart card can be compromised/tampered with in some ways [17] - [21] . However, it is impractical to steal, compromise, and tamper with a server, because in general a server is physically protected from theft, damage, and unauthorized access; a service provider may spend enough money to protect its server from theft, compromise, and tampering, because the server compromise and tampering are critical. Hence, we assume that the server is hardly compromised/tampered with.
Server Impersonation
In general, an attacker can impersonate a user if the attacker obtains the user's password, because password-based user authentication is based on the knowledge of the password. However, an attacker should not be able to masquerade as the server even if a user's password is revealed. Kim and Chung's scheme allows an attacker to impersonate the server if the attacker obtains a user's password. 1) An attacker A obtains a user's password using an offline password guessing attack and K 2 using the method described in Sect. 3.1.
2) The attacker A computes C 1 = K 2 ⊕h(PW⊕h(PW)).
3) When a user sends ID, T 1 , C 1 , and C 2 to the server in the login phase, A intercepts the messages and sends T 2 and C 3 = h(C 1 ⊕C 2 ⊕T 2 ) to the user, where T 2 is the current timestamp.
Upon receiving {T 2 , C 3 }, the user then authenticates the attacker A as the server S . Consequently, the attacker can successfully impersonate the server.
It is ideal to impersonate a server without a user's password in the attacker's viewpoint. In Kim and Chung's scheme, although this is impossible, an attacker can obtain other benefits by impersonating a server with a user's password; an attacker can violate a user's privacy and provide forged services to a user by impersonating a server with the victim's password.
The privacy violation scenario is as follows.
1) A user connects to an attacker masquerading as a server and requests a service to the attacker, because the victim believes that the attacker is the genuine server.
2) The attacker can find which service this victim requests by reading the received message. In addition, the attacker can perform a man-in-the-middle attack [22] by connecting to the genuine server with the victim's ID and password. As a result, all the exchanged messages between the victim and the genuine server are disclosed to the attacker; the victim's privacy is broken.
The scenario for providing forged services is as follows.
1) A user connects to an attacker masquerading as a server and requests a service to the attacker. 2) The attacker provides a forged service, such as a service including forged information, to the victim. The victim may accept this forged service, because the victim believes that this service is provided by the genuine server.
Proposed Scheme
We propose an improved scheme to overcome the demonstrated vulnerabilities of Kim and Chung's scheme based on the Rabin cryptosystem [23] . Furthermore, our scheme enables the smart card and the server to establish a session key between them. The session key can then be used for encrypting and authenticating messages after mutual authentication. The proposed scheme consists of the following four phases -registration, login, verification, and password change. We assume that all the random numbers used in our scheme are fresh.
Registration Phase
In this phase, the user U initially registers with the server S as follows.
1) U => S {ID, h(PW)}: U chooses his ID and PW, and then sends ID and h(PW) over a secure communication channel to S . 2) Upon receiving ID and h(PW), S derives
where N is the number of times U changes the password and S initially sets N to zero. Then S computes a quantity R = K 2 ⊕h(PW).
3) S stores the secure information R, m, N, and h(·)
into U's smart card. 4) S finishes the registration procedure by delivering the completed smart card to U.
Login Phase
1) U inserts his smart card into a smart card reader and then inputs his ID and PW.
2) The smart card chooses a random number KM U , where the length of KM U is 128 bits.
3) Using PW, the smart card computes C 1 = R⊕h(PW) and then C 2 = (C 1 ||KM U ||N||T 1 ) 2 mod m, where T 1 is the current timestamp. 4) U → S {ID, T 1 , C 2 }.
Verification Phase
In this phase, the server S verifies the authenticity of the requested login message by the user U. 1) Upon receiving the message {ID, T 1 , C 2 }, S checks the validity of ID and the freshness of T 1 by performing T − T 1 ≤ ΔT , where T is the time that S receives the above message and ΔT is a valid time interval. 2) S decrypts C 2 using the private keys p and q, based on the Rabin cryptosystem [23] . The decrypted result yields
x mod m). If C 1 = D 1 and T 1 = T 1 hold, S successfully authenticates U, chooses a random number KM S , and computes the session key
, where T 2 is the current timestamp and the length of KM S is 128 bits.
checks the freshness of T 2 in the same manner stated above. U computes the session key K S U = h(KM U KM S ) and checks again if h(K S U ⊕ T 2 ) is equal to the received D 2 . If they are equal, U successfully authenticates S .
Password Change Phase
In this phase, the user U changes the password when desired as follows.
1) U inserts his smart card into a smart card reader and then enters ID, PW, and PW . 2) The smart card and the server perform a mutual authentication via the login and verification phases. They obtain a session key K S U during the mutual authentication. 3) If the mutual authentication is successful, the server calculates
and replaces R with R . 6) The smart card sets N = N + 1.
Security Analysis
In this section, we analyze our proposed scheme in terms of security. The proposed scheme is safe from an offline password guessing attack, an unlimited online password guessing attack, server and user impersonation attacks, and a replay attack, guarantees forward and backward secrecies of a session key, and provides key freshness. We also provide the formal correctness verification of the proposed scheme.
Offline Password Guessing Attack
In Kim and Chung's scheme, an attacker can obtain every authentication parameter except the password because the parameters are sent in plaintext and saved in a smart card. After gathering the parameters, the attacker performs an offline password guessing attack using the parameters and a password candidate in order to find the correct password. This attack can be avoided by either creating strong passwords or by not allowing the authentication parameter to be disclosed by the attacker. However, because users tend to choose simple and weak passwords for their convenience [11] , [12] , [14] - [16] , concealing an authentication parameter may be the only available option.
The authentication parameter is concealed via symmetric encryption with a shared key. However, the shared key can be disclosed by the attacker because the shared key is also saved in the smart card for future use. Hence, asymmetric cryptography, such as the Rivest-Shamir-Adleman (RSA) cryptosystem and the Rabin cryptosystem, should be used to conceal the authentication parameter. Our scheme adopts the Rabin cryptosystem in order to conceal an authentication parameter C 1 . In our proposed scheme, the server's private decryption key is not stored in the smart card. Although the public encryption key is saved in the smart card, the attacker is unable to derive the private decryption key from the public key, even if an attacker extracts the public key from the smart card. This is because it is based on the difficulty of integer factorization. In addition, K 2 is not stored in the smart card. The attacker cannot derive h(PW) from R without K 2 and C 1 in our scheme. Consequently, our scheme is secure against an offline password guessing attack.
Unlimited Online Password Guessing Attack
In the proposed scheme, the password change phase can only be performed through the server; a user cannot change his/her password without the help of the server. Because the server is hardly tampered with as described in Sect. 3.1, the limitation of the number of password guesses is not removed in our scheme. Hence, our scheme is secure against an unlimited online password guessing attack.
Server Impersonation
In our scheme, even if an attacker obtains the user's password and secrets stored in the smart card, the attacker cannot impersonate the server. This is because our scheme adopts asymmetric cryptography. Without the knowledge of the server's private keys, the attacker cannot obtain values used for server authentication, such as K S U .
User Impersonation
All the messages exchanged between a user and the server except ID are refreshed for each authentication trial in our proposed scheme. Hence, an attacker cannot impersonate a user by replaying messages used for authentication after gathering these messages. Even if an attacker obtains a legitimate user's ID which is not refreshed, he/she cannot masquerade as the user because of an unknown value which is the user's password. In our scheme, an attacker is unable to find the correct password as described in Sect. 5.1. Since an attacker cannot generate the valid messages required for authentication without the correct password, an attacker cannot impersonate a legitimate user. Note that our scheme cannot prevent a user impersonation attack if an attacker can obtain some secret information, such as the server's private keys, from the server. If an attacker would have the ability to extract secret keys from the server, however, server and user impersonation attacks might be possible not only in our scheme but also in most of the authentication schemes.
Replay Attack
To prevent a replay attack, all the authentication messages should be fresh for each login phase. Our scheme guarantees the freshness of the login messages because of a random number K S U and a timestamp T 1 . Hence, our proposed scheme is able to withstand the replay attack.
Forward and Backward Secrecies
Forward secrecy means that the secrecy of previous established session keys should be maintained even if a session key is exposed [24] . Backward secrecy means that the secrecy of next session keys should be maintained even if an old session key is exposed [24] . In our scheme, a user and the server share a session key between them after mutual authentication. This session key is generated independently for each session. Hence, even if a session key is revealed, the previous and next sessions between the user and the server are secure.
Key Freshness
Key freshness means that neither party can predetermine the shared secret key being established. In our scheme, the session key is computed using two random numbers KM U and KM S generated by a user and the server, respectively. KM U is unknown to the server until a user sends it. Similarly, KM S is unknown to a user until the server transmits it. Hence, a user and the server cannot predetermine the session key, so we claim that our scheme guarantees key freshness.
Efficiency
Our scheme, which protects the server as well as the users, is based on the Rabin cryptosystem. The cryptosystem can be adopted into our proposed scheme because a user should perform only one modular multiplication per mutual authentication. According to [25] , a smart card has an ability to perform up to 3000 modular multiplications per second with the size of the modulus being 1024. Although it is necessary for the server to perform expensive operations in our scheme, it may cause an insignificant decrease in overall system performance because it is assumed that a server is able to maintain sufficient performance. Hence, our proposed scheme is practical in terms of both security and performance.
Correctness Verification
We formally verify the correctness of the proposed scheme based on the BAN logic [26] . We use the following notations by convention: U and S are two entities, K S U is the fresh session key shared between S and U, and m is the public key of S ; other notations follow those of the BAN logic [26] . We focus on the messages exchanged for mutual authentication and key agreement between a user and the server and verify whether they can ascertain that they share a fresh session key K S U with each other.
The assumptions that we make before the verification are:
Assumptions 1) and 2) state that U and S believe that S possesses a public key m. Assumptions 3) and 4) mean that U and S generate two fresh random numbers KM U and KM S and assure their freshness. Assumptions 5), 6), 7), and 8) mean that U and S have the shared secret C 1 . Assumptions 9), 10), and 11) tell that U and S have the shared session key K S U . Assumption 9) states U believes S has jurisdiction right over K S U , because once U generates KM U and sends it to S with the shared secret C 1 , K S U is finally determined by the random number KM S generated by S from the viewpoint of U. Assumptions 10) and 11) hold because S computes the fresh session key K S U with two fresh random numbers chosen by U and itself, respectively.
The verification is shown as follows:
In the login phase (Message 1), a user calculates the shared secret C 1 using R and PW and then securely sends C 1 and a fresh random number KM U to S . The Message 1 is fresh for each authentication attempt because of the random number KM U . Because of the shared secret C 1 , S can authenticate U. In the verification phase (Message 2), S generates a fresh random number KM S and calculates the session key K S U shared between S and U using KM U and KM S . Then, S proves that it can generate K S U by sending D 2 which is generated using K S U . Note that only S can generate K S U = h(KM U KM S ), because only the entity that has the corresponding private key of S 's public key m can find KM U from the Message 1.
Discussion
We discuss two issues important for practical implementation of our scheme in this section; we should consider the use of the XOR operation on inputs of different lengths and communication cost of our scheme.
In the proposed scheme, the XOR operation is used. This operation needs to have the inputs with the same length and takes the output of the same length as the input length. In our scheme, however, the lengths of two input strings are different in some computations. Furthermore, ID and PW, which are chosen by a user, do not always take the same length, and thus the lengths of ID and PW require to be adjusted.
In our scheme, the XOR operation can be performed even if the lengths of two strings are different by lengthening the shorter one as follows.
If a 4-bit string A is 0100 and a 6-bit string B is 110010, we can compute C = A ⊕ B by adding the first two bits of A into the end of A. That is, C = 010001 ⊕ 110010 = 100011 holds.
If a 4-bit string A is 0100 and a 10-bit string B is 1100100101, we can compute C = A ⊕ B by concatenating A into the end of A and then adding the first two bits of A into the end of A. That is, C = 0100010001 ⊕ 1100100101 = 1000110100 holds.
The lengths of ID and PW can be uniformly adjusted using the above-mentioned method. In this paper, we de-fine ID and PW are 128-bit lengths, respectively. If a user chooses and enters 48-bit ID, the smart card concatenates ID into the end of ID and then adds the first 32 bits of ID into the end of ID automatically to make ID a 128-bit string.
In the login phase of our scheme, a user sends 128 + 32 + 1024 bits, where the lengths of ID, T 1 , and m are 128 bits, 32 bits, and 1024 bits, respectively. In the verification phase, a server sends 32 + 128 + 256 bits, where the lengths of T 2 , KM S , and a hash output are 32, 128, and 256 bits, respectively. It requires about 16 milliseconds to send all the messages at 100 kbps. In Kim and Chung's scheme, it requires about 9.6 milliseconds to send all the messages at the same rate. Users can hardly be aware of this trivial difference, because this delay is too short to recognize. Note that the Rabin cryptosystem with 512-bit private keys might offer the same security as the RSA cryptosystem with a 1024-bit modulus, because the Rabin cryptosystem with 512-bit private keys uses a 1024-bit modulus m.
To change a password in our scheme, a user and the server should exchange totally 1856 bits. This requires about 18.5 milliseconds at 100 kbps. In Kim and Chung's scheme, they do not have to exchange any message. However, Kim and Chung's scheme has a security flaw against an unlimited online password guessing attack caused by the insecure password change phase. To remove this vulnerability, the password change phase should be performed through an online server. Although our scheme requires additional delay for the password change compared with Kim and Chung's scheme, the delay is tolerable. To eliminate the security weakness of Kim and Chung's scheme, this additional cost is unavoidable.
Conclusion
We demonstrated that Kim and Chung's scheme is vulnerable to an offline password guessing attack, an unlimited online password guessing attack, and server impersonation. We proposed an improved scheme to overcome the weaknesses based on the Rabin cryptosystem and analyzed the security of the proposed scheme. Our scheme is secure against the offline password guessing attack, the unlimited online password guessing attack, and the server impersonation. We provided the correctness verification using the BAN logic.
